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Demonstrating the CDR:
Open Banking APIs
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Data Recipients

“Open Banking”, Energy, Telecommunications

What is the Consumer Data Right?
Product Information 
and Consent to share Data Holders

Consent based, time and 
scope limited sharing

Australian Consumers

Product Information and
Personalised Services
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Open Banking Timelines
Personal Interpretation Only: CDR for Banking sector based on  Treasury published dates

Q3 - Q4 2019 Q1 - Q2 2020 Q3 - Q4 2020 Q1 - Q2 2021

From July 2019: Voluntary Product APIs

3 of Big 4 Banks bring voluntary 

Product APIs online

Initial Testing and Payload Verification

From July 2020:  Big 4 All Data except Other Accounts 

● Big 4 Required to deliver all APIs for Mortgage, Credit, 

Debit and Transaction Accounts

● Other Banks Expected to be working on Product APIs

From Feb 2020: Big 4 Product, Account & Transaction Data

Big 4 required to deliver:

● Product data including Mortgages

● Account & Transaction Data for Transaction, 

Credit and Debit Accounts (not Mortgages)

From February 2021: All Data

● Big 4 Required to deliver all APIs for all 

Account Types

● Other Banks expected to be delivering at 

least Product APIs

All other banks activities to follow 12 Months after Big 4

August 2019:

CDR Legislation Passed 

introducing Designated 

Instruments
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Current Status

● Standards currently at 0.9.6 with further 

updates due October 1

● Holder Endpoints Statically Discovered

● Only Unauthenticated APIs available

● Authentication, Authorisation, Consent and 

Discovery still under heavy verification

● Known conformance issues already within 

ecosystem. Only 1 of the 3 banks was 

conformant on launch in July 2019.

Product 

APIs

Product 

APIs

Product 

APIs
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CDR Banking Product Coverage

Transaction & 

Savings  Products

Term Deposits

Travel Cards

Credit Cards

Loans  (Personal 

& Mortgages)

Other

Over 20 individual features described with unique business rules via 

use of additionalInfo and additionalValue  fields:

● Included / Free Transaction Limits

● Complimentary Insurance

● Digital Banking 

● Card Services

● NPP Support

● Loyalty Scheme Membership

9 Types of Fees and 6 Types of Discounts described including:

● Periodic (eg. Monthly) Fees

● Deposit/Withdrawal Fees

● Event Based Fees

● Fee Cap Discounts

● Balance Based Discounts

Detailed Deposit and Lending Rate Descriptions:

● 11 Lending Rate types defined

● 7 Deposit Rate types defined

● Tiered Interest Rates
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Product 

Information
Customer 

Information

Account and 

Transaction

Information

Customer Eligibility Criteria

Account Features and 
Conditions overlay with 

Product Definitions for Fees, 
Discounts, Eligibility etc.

Payload Domain Venn

Specific Customer Account 
and Transaction Information

?



7

Standards DTO (Single Record)

Optional but unused “Meta” object (intended to be a 

Map)(optional) “meta”: {}
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Standards DTO (Paged)

Offset Pagination method with default page size limit  

(typically 25)

“HATEOAS” like linking structure



9List of BankingProduct returned within a Paged DTO named ResponseBankingProductList 

in GET /cds-au/v1/banking/products

https://consumerdatastandardsaustralia.github.io/standards/#tocSbankingproductdetail

List 
Products Basic Product Information with 

website links for various 

documents

https://consumerdatastandardsaustralia.github.io/standards/#tocSbankingproductdetail


10List of BankingProduct can be filtered using a number of query string criteria

in GET /cds-au/v1/banking/products?{effective=$,updated-since=$ etc}

https://consumerdatastandardsaustralia.github.io/standards/#get-products

Filtering

x-v is mandatory. Current 

standard is an endpoint specific 

integer that is independent of 

the Standards version.

effective filtering defaults to 

‘CURRENT’

Brand and Product Category 

string filter, updated-since 

available for incremental 

updates. 

https://consumerdatastandardsaustralia.github.io/standards/#get-products
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BankingProductDetail returned within a Single Entity DTO named 

ResponseBankingProductById in GET /cds-au/v1/banking/products/[productId]

https://consumerdatastandardsaustralia.github.io/standards/#tocSbankingproduct

Get 
Product 

Detail Deep arrays of Metadata… too 

much to include.

https://consumerdatastandardsaustralia.github.io/standards/#tocSbankingproduct
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Live Demos
Postman per Bank
Data Aggregator

End User App

Post Presentation Note: 
Signup to DataRight.IO Mailing List or Join Slack to

be informed of when the app is released.

http://eepurl.com/gxrft5
https://join.slack.com/t/datarightio/shared_invite/enQtNzAyNTI2MjA2MzU1LTU1NGE4MmQ2N2JiZWI2ODA5MTQ2N2Q0NTRmYmM0OWRlM2U5YzA3NzU5NDYyODlhNjRmNzU3ZDZmNTI0MDE3NjY
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Services and 
Consent

OpenAPI 2.0 (fka 

Swagger) specification

bit.ly/2lU09da

CDS Engineering 

bit.ly/2kK1q6d

Java Artefacts

bit.ly/2mdhihS

DSB Standards

Feedback Threads

bit.ly/2khQ5dk

Standards

Maintenance (Trial)

Process

bit.ly/2kh5BGj

Standards Slate 

documentation

bit.ly/2lO0vlx

Future Standards 

Issue Management 

bit.ly/2kMAzX0

● The Consumer Data Right is the legislative instrument to 

require designated industries to deliver API services in the 

format regulated by the ACCC  and delivered by Consumer Data 

Standards Australia a team within Data61. This format is 

referred to as a the “Data Standards”. These are approaching 

1.0.0 (bit.ly/2khQ5dk).

● “Public” or “Unauthenticated” APIs are limited to Product 

Information. 

● Access to personally identifiable information is controlled 

through accreditations (“ADRs / Recipients”) and a  guided 

consent flow being defined by the DSB. “Baseline” specification 

influenced by OpenID & FAPI specifications, limited technical 

testing so far.

● The Standards currently applies for a growing number of 

designated account types mandated by the CDR legislation. 

Metadata groups covered include:

○ Product Information

■ Currently Transaction, Credit Cards, 

Savings, Term Deposit

■ Mortgages soon

● Currently Drafted next stage includes:

○ Customer Information (PII)

○ Account Information (Pairwise Identifier PII)

○ Transaction Information (Pairwise Identifier PII)

○ Holder & Recipient communications establishment

Data Standards One Sheet

“Holders”

“Recipients”

Consent & 
Data Transfer

“Consumers”

ACCC 
Register

https://bit.ly/2lU09da
https://bit.ly/2kK1q6d
https://bit.ly/2mdhihS
https://bit.ly/2khQ5dk
https://bit.ly/2kh5BGj
https://bit.ly/2lO0vlx
https://bit.ly/2kMAzX0
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“Ideal” February 2020

● Product APIs available from Big 4 Banks

● Implemented Consent flow for Customer 

specific information

● Customer, Account and Transaction Information

● Dynamic Discovery and Registration coupled 

with Software Statement Assertions (SSAs) 

issued via the ACCC Register Accreditation 

process.

● Dynamic Registration between Recipient and 

Holders
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Thanks

Signup to the Mailing List or join the Public Slack at https://dataright.io/

https://dataright.io/

